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BY LOLITA C. BALDOR
ASSOCIATED PRESS

WASHINGTON (AP) – 
For computer users, a few 
mouse clicks could mean 
the difference between 
staying online and losing 
Internet connections this 
summer.

Unknown to most of 
them, their problem began 
when international hack-
ers ran an online advertis-
ing scam to take control of 
infected computers around 
the world. In a highly un-
usual response, the FBI set 
up a safety net months ago 
using government comput-
ers to prevent Internet dis-
ruptions for those infected 
users. But that system is to 
be shut down.

The FBI is encourag-
ing users to visit a website 
run by its security partner, 
http://www.dcwg.org , that 
will inform them whether 
they’re infected and explain 
how to fix the problem. After 
July 9, infected users won’t 
be able to connect to the In-
ternet.

Most victims don’t even 
know their computers have 
been infected, although the 
malicious software prob-
ably has slowed their web 
surfing and disabled their 
antivirus software, making 
their machines more vul-
nerable to other problems.

Last November, the FBI 
and other authorities were 
preparing to take down a 
hacker ring that had been 
running an Internet ad 

scam on a massive network 
of infected computers.

“We started to realize 
that we might have a lit-
tle bit of a problem on our 
hands because ... if we just 
pulled the plug on their 
criminal infrastructure and 
threw everybody in jail, the 
victims of this were going to 
be without Internet service,” 
said Tom Grasso, an FBI su-
pervisory special agent.

On the night of the ar-
rests, the agency brought in 
Paul Vixie, chairman and 
founder of Internet Sys-
tems Consortium, to install 
two Internet servers to take 
the place of the truckload 
of impounded rogue serv-
ers that infected computers 
were using. Federal officials 
planned to keep their serv-
ers online until March, giv-
ing everyone opportunity 
to clean their computers. 
But it wasn’t enough time. 
A federal judge in New York 
extended the deadline until 
July.

Now, said Grasso, “the 
full court press is on to get 
people to address this prob-
lem.” And it’s up to comput-
er users to check their PCs.

This is what happened:
Hackers infected a net-

work of probably more than 
570,000 computers world-
wide. They took advantage 
of vulnerabilities in the Mi-
crosoft Windows operating 
system to install malicious 
software on the victim com-
puters. This turned off anti-
virus updates and changed 

the way the computers rec-
oncile website addresses 
behind the scenes on the 
Internet’s domain name 
system.

The DNS system is a net-
work of servers that trans-
lates a web address – such 
as www.ap.org – into the 
numerical addresses that 
computers use. Victim com-
puters were reprogrammed 
to use rogue DNS servers 
owned by the attackers. This 
allowed the attackers to re-
direct computers to fraudu-
lent versions of any website.

The hackers earned prof-
its from advertisements 
that appeared on websites 
that victims were tricked 
into visiting. The scam net-
ted the hackers at least $14 
million, according to the 
FBI. It also made thousands 
of computers reliant on the 
rogue servers for their Inter-
net browsing.

When the FBI and oth-
ers arrested six Estonians 
last November, the agency 
replaced the rogue servers 
with Vixie’s clean ones. In-
stalling and running the 
two substitute servers for 
eight months is costing the 
federal government about 
$87,000.

The number of victims is 
hard to pinpoint, but the FBI 
believes that on the day of 
the arrests, at least 568,000 
unique Internet addresses 
were using the rogue serv-
ers. Five months later, FBI 
estimates that the number 
is down to at least 360,000. 

The U.S. has the most, about 
85,000, federal authorities 
said. Other countries with 
more than 20,000 each in-
clude Italy, India, England 
and Germany. Smaller num-
bers are online in Spain, 
France, Canada, China and 
Mexico.

Vixie said most of the vic-
tims are probably individu-
al home users, rather than 
corporations that have tech-
nology staffs who routinely 
check the computers.

FBI officials said they or-
ganized an unusual system 
to avoid any appearance of 
government intrusion into 
the Internet or private com-
puters. And while this is the 
first time the FBI used it,  it 
won’t be the last.

“This is the future of what 
we will be doing,” said Er-
ic Strom, a unit chief in the 
FBI’s Cyber Division. “Un-
til there is a change in le-
gal system, both inside and 
outside the United States, to 
get up to speed with the cy-
ber problem, we will have to 
go down these paths, trail-
blazing if you will, on these 
types of investigations.”

Now, he said, every time 
the agency gets near the end 
of a cyber case, “we get to 
the point where we say, how 
are we going to do this, how 
are we going to clean the 
system” without creating a 
bigger mess than before.

ONLINE:
To check and clean com-

puters: www.dcwg.org

Hundreds of thousands 
may lose Internet in July

BY JACK GILLUM
ASSOCIATED PRESS

WASHINGTON (AP) –
President Barack Obama’s 
re-election effort enjoyed a 
10-to-1 financial edge over 
Republican rival Mitt Rom-
ney last month, out-rais-
ing the former Massachu-
setts governor by millions 
as Obama stuffed more than 
$104 million into his cam-
paign war chest.

A nasty primary battle be-
tween Romney and his GOP 
rivals took a financial toll on 
his presidential campaign, 
which raised $12.6 million in 
March and left Romney with 
about $10 million in the bank 
by month’s end. All told, 
Obama and the Democratic 
Party raised a combined $53 
million in donations dur-
ing that period, while Rom-
ney with his party pulled in 
about half of that.

Still, an anticipated fire 
hose of cash from major Re-
publican “super” political 
committees and the Repub-
lican Party is likely to bring 
some financial parity to the 
general election, for which 
Romney only recently start-
ed collecting donations. 
Super PACs like American 
Crossroads and its nonprofit 
arm, Crossroads GPS, raised 

$100 million this election cy-
cle, and the groups plan to 
flood the airwaves in com-
ing months with ads critical 
of Obama.

Also helping Romney is 
the Restore Our Future super 
PAC, which reported an $8.6 
million last month, largely 
from a handful of wealthy 
donors and some continued 
supporters. The group, for 
its part, spent more than $11 
million on TV spots during 
the month, coming off a suc-
cessful track record of bat-
tering Romney’s GOP pri-
mary opponents with attack 
ads.

For the first time since 
Super Tuesday, voters got a 
look at just how much mon-
ey presidential candidates 
and their supporters have 
been raking in. Friday marks 
nearly three months since 
Obama’s campaign changed 
course and asked supporters 
to pony up cash to a favor-
able super PAC, although its 
fundraising figures weren’t 
yet available.

Expenses in Friday’s fil-
ings also showed some dis-
parity between the two 
frontrunners’ staff sizes, 
with Obama paying more 
than 600 and Romney fewer 
than 100. But that number is 
expected to grow sizably.

Obama has 10-1 financial 
advantage over Romney

AP/CAROLYN KASTER

President Barack Obama speaks at the Henry Ford Museum in 
Dearborn. Mitt Romney’s presidential campaign said it raised 
$12.6 million in contributions in March, adding to roughly $14 
million his Republican Party brought in last month. But the com-
bined figure still puts Romney at a disadvantage with the man 
whose job he wants in November. 

Open 7 Days a Week

502-223-8333
NEXT TO AUTOZONE & BIG LOTS

Delivery: Min. $15.00 • Carry Out or Dine In
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Date: June 9, 2012 Time: 6:00 pm
 (doors open at 5 pm)

Location: Thornhill Baptist Church Tickets: 800-965-9324 
1142 Holmes St. 
Frankfort, Ky. 40601 

Cost: $10 (advance)  $15 (door)
Online Orders: http://www.itickets.com/events/284452.html


